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The Contractor:
Eileen A, Smith, Sr. Vice President, State Opcrations
Education Networks of Americs, Inc,
1101 McGavock Street, Nashville, TN 37203
515-312-6034 -
313-357-0672 (FAX)

All instructions, notices, consents, demands, or other communications shall be considered
effectively given os of the day of delivery; as of the date specified for overnight courier service
delivery, as of three (3] business days after the date of mailing; or on the day the facsimile
transmission is reccived mechanicully by the telefax machine at the raceiving location and receip
is verbally confirmed by the sender if prior to 4:30 p.n. CST. Any communication by facsimile
transmission shall also be sent by United States mail on the game date of the facsimile
transmission.

Sybiect to Funds Availability. The Contract is subject to the appropriation and availability of
State and/or Federal funds. In the cvent that the funds are not appropriated or are otherwise

unavailable, the State reserves the night to rerminate the Coneract upen written notice to the
Contractor. Said termination shall not be deemed a breach of Contract by the State. Upon
receipt of the written notice, the Contractor shall cease all work associated with the Contract.,
Shouldd such an event acenr, the Conrractor shyll be entitied to compensation for all satisfactory
and sutharized services compicted as of the wrmination dara. Upon such termination, the
Cantractor shall have no right te recover from the State any acmal, genacal, special, incidental,
consequential, or any other damages whatsoever of any description or amount,

Breach. A party shall be deemed 10 have materially breached the Contract if any of the following
oecurs:

1) failure w matcrially perform in accordance with any term or provision of the Contract;

m parrial performance of any material term or provision of the Contract;
m any material act prohibited or reatricted by the Contragt, or
vy material viglation of any warranty.

E4.a.

E4.al

E.4.6.i.

For purposes of this eontract, {tems [ through IV shall hereinafter be referred o as & “Breach.”

Contractor Breach— In event of a Breach by Contractor, the State shall have available che
foliowing ramedlss as described further hessin:

Actual Damages and any other remedy availabk at law or equity!

Liquidated Damages— the State may withhold as liquidated damages the amounts

OO T A 0l
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Contract Attachment D

E-Rate Reguirements

of the Cantractar’s Proposal.

D.1

E-Rate Scrvice Provider Compliance Requirements

The following dafines the mandatory requirements for the ConnecTEN service provider to be in
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compliance with the E-Rate rules and ragulations as they pentain to successfully submitting a bundled:

Connze TEN service offering. The ConnecTEN bundled Internet service offering must provide a solution
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E.4,a.iv

{1} The Contractsr shall be notified of the ferminadon in wriling by the State. Said

notice shall hersinafler be referred to as Termination Notice,

Ed.aiv.(3) The Termination Notice may specify eithor that the terminadon is to be effective

immediately, on & date certain in the future, or that the Contractor shall cease
operztions under this Contract in etages.

E.4.aiv.(3) Contractor agrees to cooperate with the State in the ¢vent of a terminuation,
Partial Default or Pardal Takeover.
E.4.8.v.{4} In the event of a terminadon, the State may withhold any amounts which may be

E4.a.uv

E.4.b.

E.4bi.
E.4.b.ii.

E.4.hiiii

due Contractor without waiver of any other ramedy or damages availabla to the
State at law or at equity.

{5} Tn the event of & termination, the Contractoer shall be linbiz 1o the State for any

and all damages incurred by the Stats and any and all expenases incucred by the
Stufe which exceed the amount the State would have paid Contractor under this
Centract.

State Breach~—In the event of 'a Breach of contract by the State, the Contractor shall notify the
State in writing within thirty (30) days of any Breach of conmract by the State. Said notice shall
contain a description of the Breach.

Failure by the Contractor to provide the written notice described in section E.4.b. shall
operate a5 an absolute waiver by the Contractor of the State's Breach,

In no event shall any Breach on the part of the State excuse the Contractor from frll
performance under this Contrace.

. in the event of Breach by the State, the Contractor may avail itsclf of any remedy at law

in the forum with appropriste jurisdiction; provided, however, faiture by the Contractor 1o
give the Statc writtan notice and opportunity 1o cure as described in section E.4.b,
operates as a waiver of the State’s Breach.,

E.4.b.iv. Failure by the Contractor to flle a clalm before the appropriate forum in Tennessee with

E.5.

E.S.a.
E.5.b.
E.5.c.

E.5.4,

jurisdiction o hear sueh claim within one (1) yaar of the nonee described in section
E.4.b. shall operate as a waiver of said claim in Its entizety. It is agreed by the pordes
this provision establishes 2 contractua! peried of Emitations for any clzim brought by the
Contractar, -

Partlal Talceover. The State may. at its convenience and without cause, exercise a partial
takeover of any service which the Contractor is obligated 1o perform under this Contract,
inchading but not limited to any service which is the subjeet of a subcontract betwaen Contractor
and a third party, although the Contractor is not in Bruach (hercinalter refarred tn as *Partial
Takeover™). Said Partial Takepver shall not be deemed 2 Breach of Contract by the Scate.

Contractor shall be given at least thivty (30} days prier writtén notice of said Parﬁal Tukeover with
said notice to specify the areafs) of service the State will aesume and the date of said assumption.

Any Partia) Takeover by the State shall not alter in any way Contractor’s ather obligations under
this Contract. g

The State may withhold from amounts due the Contractor the amount the Contractor would have
heen paid to deliver the servics as determined by the State. The amounts shall be withheld
affactive as of the Sate the Stafe assumen the service,

Upor Partia) Takeover, the Contractor shall hiave no right to recover fram the State any actoal,
general, special, incidental, consequential, or any other damages whatsoover of any description or
amount,

P1
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E.6.  Performanse Bond. Upon approval of the Contract by all appropriate State officials in accordance

E.7.

E.8.

&5,

E.10.

with applicable State laws and regulations, the Contractor ahall furnish 1 performance bond in
the amount equal to ten millien dollars {§10,000,000.00), guaranteeing fuil and faithful
performanice of all undertaltings and obligations under this Contract for the initial Contract term
and all extensions thereof. The bond shall ba in the manner and form prescribed by the State
and must be issued through a company licensed to issue such a bond in the State of Tennessoe,

The Contractor shall obtain the required performance bond it form and substance
acceptable to the State and provide it to the State no later than Jan 29, 2002, Failure to

- provide the performance bond prior to the deadline as reguired shall result in eontract

SrmMINaEon,

In lien of a performance bond, an irrevocable lettor of eredit inay be substituted as a
surety deposit. The substituton of 2 performance bond with a surety deposit, as well as

.the form and substance of such a surety deposit, must be appraved by the State prier to

its submittal and may be rejected by the State at its sole discretion.

State Pumished Property. The Contractor shall be responsible for the correct use, maintenance,
and pretection of all articles of nonexpendable, tangible, personal property, furmshed by the State
for the Contractar's temperary use under this Confract. Upan termination of this Contract, all
property furnished whall be returned to the State in as good ordar and condition as when
received, reasonable use and wear thereof excepted. Should the property he destroyed, lost, or
stolen, the Contractor shall be responsible to the State for the residual value of the property at
the time of loss.

Incnrporation of Addirona) Documenrs. Included in this Contract by reference are the following
documents:

I The Contract document and its attachments

m Al written clarifications and addenda made to the Contractor’s Proposal

[13] The Request for Prapasal and its associated amendments

wy Techinical Specificatians poovided ta the Contractor

V) The Contractor's Proposal

In the svent of a discrepancy or ambiguity regarding the Contractor’s duties, responsibilities, and
performencs under this Contract, these documents shall govern in order of precedence detailed
above. '

Workpapers Subiect 10 Review. The Contractor shall make all audit, accounting, or financial

, analysis workpapers, notes, and other documentation available for review by the Comptroiler of

the Tragsury or his representatives, upon request, during normal worling heurs sither while the
analysis is in progress or subseguent to the completion of this Contract.

Lobbying. The Contractar certifies, to the best of its knowledge and belief, that:

No federally appropriated funds have been paid or will be paid, by or on behalf of the Contracior,
w any person for influencing or attempting to influence an officer or employee of any agency, a
Member of Congress in connection with the awarding of any federal contract, the making of any
federal grant, the maling of any faderal loan, and entering into any conperative agrecment, and
the extension, continuation, renewel, amendment, or modification of any faderal contract, grant,

" loan, or cooperative agresment.

1f any funds other than federally appropriated fands have been paid or will be paid o sny person
for infiuencing or attempling to influence un officer or employce of any agency. a Membor of
Congress, an officer or employee of Congress, or an employe: of a Member of Congress in
connection with this contract, grant, Inan, or conberative agreement, the Contractor shall
complet: and submit Standard Form-LLL, "Disclosure Form to Report Lobhying.” in accerdance
wirth its instructions,



May 29 03 02:25p Office of Technology (865) 483-7213 p.4

FROM @ E. M. 2.

E1l.

E.12,

E.13.

E.14,

E.15,

Finance FAX NO. @ 615 726 3147 Mar. 20 2883 108:48AM P3

The Contractor shall require that the language of this certification be Included in the award
documents [or all sub-awards at all Hers {inciuding sub-grants, aubeontracts, and contracts
under grants, loans, and cooperative agreements) and that all sub-recipients of federally
appropriated funds shall certify and disclose accordingly.

Prohibited Advertising. The Contractor shall not refer to this Contraet or the Contractor's
relationship with the State hersunder in commercial advertising in such & manner as to state or
imply that the Contractor or the Contractor's services are endorsed, unless prior approval of the
State is obtained.

i ts. The Contractor agrees to indemnify and hold harmless the State of
Tenncsaee as well as its officers, agents, and employees from and against any and all claims or
suits which may be brought against the State for infringement of any laws regacding patents or
copyrights which mey arise from the Contractor's performancs of thie Contract. In any such
actior brought againet the State, the Contracior shall satisfy and indemnify the State for the
amount of any final judgment for infringement. The Contractor firther agrees it shall be liable for
the reascnable (ces of attorneys for the Siate in the event such service is necsssitated to enfarce
the terms of this Contract or otherwise enforce the ohligations of the Contractor to the State. The
State shall give the Contractor written antice of any such elaim or suit and full right and
opportunity to canduct the Contractor's owh defense thercof,

Yoar 2000 Hold Hapmiless. As requirad by Tennasses Code Annotatad, Section 12-4-118, the
contractor shall hold harmitss and indemnify the State of Tennessee; its officers and employees;
and any agency or politicel subdivision of the State for any breach of eontract cavsed directly or
indirectly by the failure of computer software or any device containing a computer processor (o
eccurately or propetly recognize, calculate, display, sort or otherwise process dates or times.

Hold Hagpless. The Contractor agrees to indemnily and hold harmless the State of Tenpessee as
wall as its officers, agents, and employees rom and against any and all claims, lisbilities, josacs,
and causee of action which may arise, recrue, or result to any pergon, firm, corporation, or other
entity which may be injured or darnaged as a vesult of acts, omissions, or negfigence on the pant
of the Contractor, its employees, or any person acting for or on its or their behalf relating o this
Conmtract. The Contractor further agrees it shall be Liable fur the reasonable cost of attorneys for
the Stzte in the event such serviee is necessitated to enforee the terms of this Contract or
othérwise enforce the abligations of the Contractor to the State.

[n the event of any such swit or claim, the Contractor shall give the Stare immediate notice
therool and ehall provide all assistance required by the State in the State's defense. The Stare
shall give the Contractor written notice of any such claim or suit, and the Contractor shal] have
full right and obligation to conduct the Contractor's own defense thereal. Nothing contained
herein shall be deemeéd 1o accord to the Contractor, through its sttomey(s), the dght to represent
the State of Tenncseer in any legal matter, such rights baing governed by Tennessee Code
Annotatad, Section 8-6-106.

Tennesses Consolidated Retirement Svgterg. The Contractor acknowledges and undersiwands
that, subject to statutory exeeptions contained in Tennessee Code Annotated, Title 8, Chapter 36,

Part 8, the law governing the Tennessee Congolidated Retirement System, provides thatifa
retired member returns o State empioyment, the member's retirement allowsnee is suspended
during the pariod of the employment. Accordingly and notwithstanding eny provision of this
Contract to the ¢contrary, the Contractor agrees that if it 18 later determined that the lrue haturc
of the warking refationahip between the Contractor and the State under this Contract is that of
*employse/employer® and not that of an independent contractor, the Contractar may be required
o repay o the Tennssses Consclidated Retivement System the amount of retivement bencfits the
Contractor received from the Retizrement System during the period of this Coniract.

10
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Services 1o Local School Systemy. The Conwraclor agrees to provide the services described in this Contract
ta any and all Tennesses local schoal systerus. For additional services, the Toeul school systems ghal!
utilize their own conractual document, in such form and substance as may be required by their governing
body; however, the contractual document shall bo based on and in accordance with the service deseriptions
and payment rates contained in this Contract. The Contractor shall provide sai! scrvices at the same level
of quality 25 specificd herein and shul} involce separately and directly each local schoo! system for whom
service is provided. The State dues not puarantee that any local school systems will request services nor
does the State guarantes the specific level of service, if any, that may be requested. la the course of
providing thess services to local school systems, 4 local school system may purchase additional
professional serviges from the Coatractor necessary 1o aflow a local schag! system 10 connect to and use the
Contractor's services provided under this Contrast,

Digpute Regolution. In the event of any dispute arising during the term of the Contract
concerning performance of the Contract, either party shall serve notice of such dispute on the
other party, and the dispute shall be decided by the Commissioner of the Department of Finance
and Adminisyration who shall reduce s decision to writing and serve a copy en the Conwactor,
The decision of the Commissioner of Finance and Administration shall be final and conclusive,

. aubject to the Contractor's right to appual such decision, in accordance with the laws of the State

E.18.

E.19,

£:20.a.

E.20hb.

E2Q.c.

E20.d.

of Tenticsace. Pending final determination of any dispute hersunder, the Contractor ghall
proceed diligently with the performance of the Contract snd in accordance with the Sate's
direction. ’ \

Qifice Space, The Siate shall, at no cost w the Contractor, provide up o 1,221 square feet of
office space and utilities for the Contractor to lacates tier ane support help desk personnel on the
Sth floor of the Andrew Johrson Tower state office building in Nashvills, Tennessee, effective July
1, 2002, The Contracter personne] will have 24 hours access within the frameawork of state
building security regulations that apply to senior level state managers. Dependent upon Srate
officc space availability, additional office space on the 9th floor of the Andrew Johnsan Tower
state office building may be available for lease at the official state leased office rate. 'Other
ConrnecTEN Contraciar support personncl and scrvices may be located at remote sites,

E-Rata Digeount. Thée maximum contract liability represcnts the State’s portinn of funding for the
ConnecTEN program, The Contractor will be ¢ligible to receive increased funding by appiying for
FCL B-Rate discounts in sccordanee with FCC E-Rate Program rules and regulations. The B-Rate
discounted funds due the Contractor will be adjusted to the amount of E-Rate funding actuglly
awarded the State.

Conurectors interfage 1 other parties. In & network as complex as the ConneclTEN network, the
devices under moanagement responsibility of the Contracror interface to duvices and
communications lines which are currently managed by other third partigs. The Contractor
technical support persoanel will take responsibility to aveid “finger pointing” situations, howaver,
the Coniractor responsibilitics are limited as follows; ‘

The Contractor technical support persenne! will assist a local school representative to facilitate
connecting Local Ares Network wiring and servers 1o the ConnecTEN devien, Assisiance must be
provided for remote woubleshaooting and possible identification of incompatibilitias,

The Contractor technical support personnel will assist State of Tennessze Office of Information
Resource Network Operations Center pereonnel in isolating network problemsa between Contracior
mannged routers and those of the State of Tennassce network and beyond during the migration
and implementation phases of this project. Assistance is provided for conrdinated trouble
shooting, fanle deteatiors and isolation, bul nat for ultimate problem resalution.

The Contractor technical support personnel will be responsible directly or through subcontractors
in isclating communication tine problems between ConnecTEN managed devices. Responsibilities
include coordinated trouble shooting, favlr dutection and isolaton, and problem resoiution,

The Contractsr personnel will be responsible for all equipment in isolating equipment firmware
and software bugs, wed will provide squipment wurranty and maintenance.

i1
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E20.e.

2.20.1.

E21.

E.22,

E.23.

E.24.

E.25.

E.26.

E.27.

For Server management services, the Contractor personnel will be responsible for operation of
equipraent assuming existing equipment manufacturer hardware and software maintenance
agreemnents are in cffeer, and provide changes as needed over the life of the contract.

Notwithatanding the above limitavions, it is the intention that the Contractor has the primary
responsibility to manage all component parts provided by the Contractor or any Sub-Contractor
on behalf of the State to maintain the viability and the integrity of the network. The Contractor
will serve as the agent for the State with all sub-contractars.

A rh 9: Eauipment, Hargwa ftwarg. Contractor ratains all right,
title, and interest in and to any software and other intellectual property that it provides to ar uses
on behalf of the State pursuant to this contract and the State acknowledges and agrees that the
Contractor is {ree to use software and inteliectual property in providing services o other
custorners. Norwithstanding any other provision or term in this Contract, the Contractor shall
retain all right, title, and intérest in and to any eqitipment and hardware it provides to and uses
on bahalf of the Stats puirauzant to this Canwact, other than certain property furnished by the
State a5 deseribed in Scetion E.7 of this Contract and in Section A.3.1 of the Request for
Proposal,

Desk an ari age Interface. The Swate and Contractar personnel will
communicate Hirough a specific set of contacts. Names and phone numbers of the individuals
responsible for assisting the Contractor will be provided. This list wlil include contacts and
numbers for business day and off-hours, aloag with appropriate points of contact for eacalation,
The State agrees to supply the Contractor with any changes to this list on a periodic basis,

Maintenance Contracts. The Contractor throughout the life of this contruct is responsible for
muintaining all warrantics and licenses pertaining to the network hardware, software and
systems uscd for the bundled ConnecTEN service offering as described in the RFP. Thig will allow
the Contractor to coordinate services and maintenance dircotly with the manufacturera and
equipment vendors on behalf of the State.

State-Provided Software. Any software provided by the State pursuant to this contract will be
licensed pursuant to the software manufacturer's stundard sofeware licensing agreement.

Post-Contract Transition Services. Upon termination of this contraet and in the event that a
diffsrent vendor is awarded the subsequent contract, the State will provide ninety [50) days prior
written notice 1o the Contractor and the Contractor agreas to provide continuing services us the
State transitions itscll w receve such scrvices from the new vendor. The services required are
those as defined under this contract and shall be provided on a2 month-to-month basis to sl end-
sites heing served for 2 perivd not to exceed twelve {12) months. Charges for the services shall be
at the Service Unit rates per Section £.3 then current at the time of contract termination.

If the extension of the Contract necessitates additiona) funding beyond that which was included
in the original Contract, the increase in the State’s maximum liability will be effccled through an
amendment to the Contract.

Siate Acgess to ConnegTEN, The Conwactor will allow the State to access the ConnecTEN
platform, using vendor cquipment, in order o lnunch web-based initiatives, to include teacher
professional developrment. on-lins student testing and curricutum delivery, provided that such
access neither ) interferes with or harms the ConnecTEN platform, nor (i) resuits in the
Contractor incurring or bearing additional costs nr expenses, unless the parties mutaily egree o
compensation for such additional costs or expenses.

Letter of Asency, The State designates the Contractor as its agent to act or the State’s behali for
purposes of obaining or changing services or goods from ar with service providers,
teiecumroanicatlons compnnies, or any other vandor or supplicr providing services, equipment,
hardware, software or other materials necessary or advisable for performing this Contract. The

- State will provide a lerter of agency, if requested by 8 third party, confirming Contractor's agency

stahis.

12



Maintenance:

e Please document your plans for maintaining your equipment both old and new as well as ineligible
hardware.

e s the equipment under warranty?

¢ Do you have a maintenance contract?

¢ Do you have a maintenance staff who maintains the equipment? If so please include their salaries on
the Item 25 worksheet if you have not already done so.

The Anderson County School System has a staff of 7 full time employees who care for the
technology used throughout our district. The combined total for all 7 employees is approximately
$230,000 each year. The work these employees do each day is centered around our Anderson
County Trouble Ticket Data Base. Employees across our district go to the Anderson County
Schools website and log a trouble ticket. The Office of Technology, OOT, work from this list of
trouble tickets. During the 2001-02 school year, we averaged about 100 tickets. We have 17 schools,
Central Office, and Food Services that we support on a daily bases; 100 tickets average about 3-4
tickets at each location. Below is a copy of our trouble tickets as of 7/15/02.

Total number of ‘open problemS' 73

Total number of problems entered today: 0
Elementary Mlddle High

:Andersonvﬂle 4 O Clmton 16 O ;ACCTC 3
‘Brlcevﬂle 1 0 %Lake C1ty 1 0 iAnderson Co 7 O
Claxton 20 Clinton 12 0‘

'Learn Center 0 0

: ; ZNoms | ?3 ;
Dutch Valley 4 O gNorwood “ 6 0
Fairview - FA - N
_‘Grand Oaks
T C1ty o

Noms

‘Norwood 30

At the time of purchase, all computers and servers are purchased with a full 3-year on-site
warranty. Most of our up-to-date hardware is currently under warranty.

Anderson County also has a Technology Coreteam of teachers who help us support building level
technology maintenance. Coreteam members consist of administrators, teachers, and educational
assistance that work in our building. These individuals work very hard every day offering support
and assistance to all our teachers in their building. We have 1 coreteam member for every 100
students in our schools. Each coreteam member receives extra training each year.
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E.28. Limitation of Filtering Acknowledgment. The State acknowledges and underatands that dus 1o

technological imitations and inherent propertics of the Internet, World Wide Web, and other
electronic services and techriologies, the Contractor cannot guarantes that its services {i) will
block or filtar all inappropriate cantent or weh pages; (i} will not inadvertently block or filter
content or web pages that should not have been blocked or fltered; or (ili) appropriately block or
unblock a web site or web page that has been requested to be blocked or unblocked.
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IN WITNESS WHEREOF:

EDUCATION NETWORKS OF AMERICA, INC.:

AF e, ;& / /,%d;«

Albert Ganier, I1I, President and CEO

DEPARTMENT OF EDUCATION:

"
Faye P, Taylor, Com n ate [
APPROVED:

REPARTMENT OF FINANCE AND ADMINISTRATION:

C. Wannam Mo Jrr

C. Warren Neel, PhD, Commissioner Date

co OLLER OF THE TREASURY:

ohn G, Morpan, Comptroller o’tbe Treasury Date
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Contraet Attachment A

CounecTEN Technical Raquirements

Contract Attachment A incorporates the Contracior's responses contained in pages 3-] through 3-160, inclusive, of the
Conwacwor’s Proposal,

Al Physical Network Layout Requirements

Al Deseription of Physical Network Layeut Requirements

The nerwork physical Iayout i3 the physical network's topology and ovorall architecturs that is to be
deployed thisughom the Stale of Tenncssee for the Connec TEN network. Designing and
implementing a statewide network infrastructure will require 2 hierarchical, network architecture and
geographically dispersed physical presence: 10 counties and service ageess points desired by the
ConnecTEN End Sites. Although the ConnecTEN service provider can design and deploy the
ConrecTEN network infrastructure in a manner consistent with internal best practices, it is envisioned
that the ConnecTEN network service offering will be based on the following building blocks:

¢ Eod Shes — a school or a school administrative office location thar requires copnectivity fo the
ConnecTEN perwvark

o  Points of Presence (POPs) - 2 wide area nerwork comnection point and network aggregation point
where multiple End Site locations are serviced by & single, geographically loemted POP within the
ConnccTEN network

o Network Access Paints (NAPs) — o wide aren netwmk ageregation and network swiiching point
that intcr-connects ConnecTEN s high-speed brckbone trunks responsible for intar-NAP
romruudications, regional POP connectivity 1o the netwaork, and soma local Fnd Sites within close
proximity of the NAP

s WAN Links — the point-to-point, partially-meshed, fully meshed, and tinp conFfguration wide area
nerwork links used to iater-conncct End Sites to PORs, POPs to NAPs, and NAPs 1o NAPs

The Proposdr must desivn the network's physical layout in order to provide internet connectivity and
fanctionality to the vast commenity of ComeeTEN End Site locations. The astual number of NAPs and
POPs © be implcmented throughont the state is not & dafined requirement. The actua] quantity and -
locadon of WAPs and POPs that are physically designed into the Connce TEN netwark infrastrurture will
be left to the Proposer’s discretion as long as the goal ol providing cost effective, scalable, and bundled
Internet scrvices are provided 1o the End User community. Design factors thet the Proposer should
consider Include byt are not limited to:

Quanrity and growth of ConnecTEN End Users and network systems for a given physical lozation,
county, city or town

Analysis of aggregatmp network traffic at specific POP and NAF locations for the new, ConnesTEN
network infrasiructure based on population, oetwork traffic. and existing network aggregation points

Flexible apd scalable noiwork bandwidth and actwork connectivity 10 Connec TEN End User sites
throughout the state

Identifying and providing an End $ite-to-Connec TEN universal access coanectivity service offering
with bundled services
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The physical network layout amst also provide for mesting minimum performance requiremcnts. The
minizmm requirements with the B-Rate funding level at 100% are ax follows:

1) For the ConnccTEN End Site device where traffic flows, there shall not be greater than 1.5% 1w
packst loss (e.p., dropped packets) per hour ot an End Site location al any time. Remedial action
with prior approval from the respective ConnecTEN NOC must take place to climivate any packet
Toss or dropped packers greater thay 1.5% of the total packet Gansmission per hour (o 4 value less
then this maximum {olerance within the timeframes as specified by the: Minor Quiage Response
Time and Time to Fix Defimition.

b) For the ConnecTEN End Site device where traffic flows, there shall not be greater than 1.5% total
errored packets {c.g., bad packets) per hour at an End $itc Jocation at any time. Remedinl action
must take place to climinate greater than 1.5% ervored packets provided the problem is the result
of a fait within the defined network management domain for cach Fnd Site type and within the
timeframes 2s specificd by the Minor Outage Response Time and Time o Fix Definition,

¢} Foreach Exd Sito"s default Connec TEN Scrvice Provider's Iniemct Gateway connection, there
shall not bo greaver thap 35mS«ec of round-irip ransmission delay between & Connee TEN Find Site
Device’s or ConnecTEN End Site's DTE serial WAN interface and thar End Site’s default Internet
Gateway's serial WAN interface (2.g., End Site to closest ConnecTEN I[niernet egness point)
during normal school honrs on a school day. This 35mSec round trip transmission delay, shall be
calculated as an average value for each 10 minute dme sample. ‘

. d) Al ConnecTEN End Site connectians shall have an average bandwidth utilization value fess than

75% utilization. This 75% bandwidth utilization value shall be calcvlaicd #s an average value for
cach 10 minute nme sample during the hours nomnal school bours on a school day. 'olling and
response time measurcments voust be conducted every 10 minnics for 8 1otal of 6 time samples per
hour.

1n the gvent that this 75% averege bandwidth utilization factor i exceeded tor a given End Site
connection, remedial action with prior approval by the SDE or local school system must be taken
10 lessen the avernge bandwidth yiilization to acceptable performance levels, Costs associated with
remedial action will be a Contractor expense.

Physical Network Layout Technics] Requirements

The teclinical requirements presented in this section dufine the physical notwork layout and topelogy
for the Connee TEN network

The Connec TEN network infrastructure must mect minitum performunce requirements defined in
A.1.1.a—- d above and provide intemet connectivity for schools and school administrative offices with
E-Rate fundisg level at 100%,

The ComecTEN nerwork infrastructure must meet minimur performance requirements defined in
A.}.1.a - d above and provide internet conpectivity for schools and school administrative offices with
the E-Rate funding level at 50%. The Department of Education recognizes that average bandwidth
ntilization could be adversely impacted at the reduced E-Rare funding level. The Proposer will define
the average bandwidth utilization valwe that will be maimtained a( s E-Rate funding level Any cost
agsociated with fozintsining the averags bandwidth utilization value will be a Contractor expense.

The Connec TEN netwark infrastructure must meet mifiimum performance requirements defined in
A.1.1.a~ d above and provide intcraet conneetivity for schools and school adrainistrative offices with
the [-Rate funding feval at 0%. The Department of Education recognizes that averags bandwidth
utilization could be udverscly impacted a the reduced E-Rate fnding level. The Propoger will define
the average bandwidth wilization value that will be maintained al this E-Rate funding level. Any cost
associated with maintaining the average bandwidih utilization value will be a Contracior expense.
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Bundled Network Management Requiremonts
Description of the ConnecTEN Network Management Siracture

Envisioned ConnecTEN Service Provider to K-12 End User Community Interfacing

Given that each Local Education Agency will be connected and utilize the Connee TEN network
infrastructure for Internet access and E-Mail scrvices, it iz envisioned that each local school system will
create their gwn interaal methods and processes for how they would like 10 intesface 10 the Counec TEN
Tier | Network Operations Center {NOC) Help Desk. The ComecTEN service provider should cxpect

and allow for any individual End Uses 1 coptact the Help Desk with guestions, report a fault or technical

problem, or provide technical assistance as part of the overall bundled service offering. In light of this,
the ConnecTEN scrvice offering will be responsible for providing comprehensive network management

support to its end user custommer buse and 2ct as the direct liaison between the X+12 Ead User Community

and the ConnecTEN Service Provider.

The ConnecTEN technica! support Bizrarchy must be capable of providing  creative service offering
specifically in these four areas; 1) fault; 2) performance; 3) configuration; and 4) security management.

The ConnecTEN Level | NOC Help Desk will act as the single point 6f contact for all End User inguiries

and fanlt notifications, [n addition, the CoanecTEN NOC fumction will provide Tier 2 and Ticr 3
technical support and interficing with the End User for prabiems or faults thut are not resolved by the
Tier | NOC Help Desk. This hiersrchy is depicied in the graphic below,

l Tier 3 - ConnecTEN Advanced Techhica! Support

Tier 2 - ConnecTEN NOC Technical Support

- At e AR o A - P e e ke o

Tier 1 - CopnecTEN NOC ~ Help Desk i

scHOoOL
TEACHERS ADMIlew

Tier 1 — ConnoeTEN Service Provider NOC Support Overview

~

TECHNOLOGY
COORDINATORS

et s
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A228 The Conne<TEN NOC Help Desk must route inbound calls to the aext Tier NOC technician or
cngineer in the event that all Tier § NOC Help Desk wechuicians or engineers are busy thereby
minimizing the duration of calling queucs,

A229 The ConuecTEN NOC Help Desk service offering must have an intermual Quality Assurance process
and chacks and balance process that monitors, svaluares, and verifies if satisfuctory problem resohution
#nd service level commitments are met,

A22.10  The ConnecTEN natwork management service offering must provide the network management
services according 1o the following demarcation definition: The point of demarcation for the

ConnecTEN Service Provider’s responsibilities is the vouter or dats commumications device that
conneets 2 school building’s LAN to the ConneeTEN nerwork

A2211  The ConnecTEN network mansgement service offering must undergo an annua) aydit. The purpose of
this annual andst is to verify and validate af 2 minimum the following:

- Devices to be monitored
= ConnecTEN nerwork grawth and scalabiliry for the nixt year

- Owerview of that year's cornpliance with the Conzract service level agreements
- Overall quality assurence and internal processes review .

Al3 Fault Management Techtnical Rogquirements
The following defines the requirements for Fanlt Management of the Connes TEN network,

Faull Management

Purpose

Fault Management i3 & procuas within Network QOperations responsible for applying proven and
consistent analytical approaches 10 netwark problem determination, isolation, and resolution, Ity
primary chjective is to mimimize network interroprions that wovld negatively impact service levels to
the end vser. Fault Management ix also responsible for service recovery communications.

Seope

The Fault Management process for the Connec TEN service offering is responsible for identifying nad
resalving problems which affect an Fud $ite’s cannection to ConnecTEN.

Elpments

Elements of FaulvProblem management include the following:

o Network Status Supervision - Monitoring functions performed by Network Management
Platforms

s Dynamic Trouble Tracking - Automared troubls ticketing and problem tracking database
*  Problem Detection « Dercotion of & hetwork problem
«  Problem Determinafion - 1dentification of the cause of a network problem

»  Problem Notification - Notification to approprinte individuals that a network probler exists and
antivipated racovery solutions
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o Backup and Reconfiguration - The provision for slterngie paths 1o network rasourcas,
Maintenance of backup sofiware configurations for cquipment with the abiliry 1o quickiy
download & working configuration

&  Reporting - Collection and distribution of statistical favlt information used for trend analysis and
84 & quality asstirance vehicle to insure that problems are being solved

The ConnecTEN network management service offering must conform to defined problem
identification and severity definitions (seo chart below). The service muat provide for a minirmum
response time and notification of expected resolution. The service must also provide a problem
resolulion process that specifics the maximum repair/resolution time for cach severty level. The
service must alse incorparate escalation procedures for taling the problem from Tier [ to Tier 2, and
from Tier 2 t Ticr 3.
Critienl Major _Minor
Problem identfication: Problem identification: Problem identification: -
¢ Trouble Ticket Generated and o Trouble Ticke: Generated o Trouble Ticket Generated
SDE Notified o Maximum Resolution Path: 7 o Maximum Resolution Paty; 14
» Maximum Resolution Path: 4 School Hours School Howrs
School Hours :
Froblams Defined as Critical: Problems Definzd as Major: Problems Defined as Minor:
- Ten-Nash E-Mai! Servers or - Morethan 25% of 2 Schoal | - An Individual School's
System is Down System’s Access is Down ConnecTEN Access is Down
~  ConnecTEN Primary and - Severcly Degraded - An End User's E-Mail
Secondary DNS Scrvers or ConneeTEN Acoess and Account is Down
Service is Down ] Performance from an - Degraded ComiecTEN
- lnternet Access for the Entire Individual School Access and Performance
ConnecTEN Network is Down | - Soverely Degradad Ten-Nash from an Individual Schonl
- More Than 50% of 2 Schodl E-Mail System Performance - | - Degraded Ten- Nash E-Mail
System's Access i Down «  Beverely Depraded Web Systern Performance
- A Sccurity Breach Affecting Access and Performance - Content Filtering Problcm ar
CamnccTEN is [dentified - Debugging and Fault
- Any Major Problem not Troubleshooting of 2 Security § -  Change of E-Mnil Password
. resplved in the maximum Problem for End User
rEsponse time = Any Minor Problam not - AddMoveTleletc an E-Mail
tesolved in the maxitum Actount
reaponsge ime - QOther

A232

The ConnecTEN network management service offering must have & defined reporting system to track

problem volumes, patterns and {rends. The following represents the minimum Fault Management
monthily reperts that are required:

a)

Call Tracking - this i 8 network managemend sammary repore that trucks all wouble calls and

trauble tickets thyt are entercd inter the CounecTEN Tier 1 NOC Help Desk. These repeits must
be catanorized and summarized based on the severity of the trouble ticket (i.e. Critical, Major.

Minor)

.b)

Problem Resolution - this is 3 nctwork management summary reporn thot tracks all froubloe calls

and trouble tickers probicm réstoretion time. Thesc roports must be categorized sad summarized
based on the severity of the vouble ticke: (i.e., Critical, Major, Minor)
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c) Average Resolution Time ~ this is a network management buseline report that provides the total
elapeed time from the timestamp of the Opened mouble ticket to the Closure of that trouble ticket.
The Restaration Time will be averaged over the entire calendar month upon which an average
restoration time will be derived for cach problem severity level: Critical, Major, Minor.

Performance Management Tachalcul Regquirements

The following defines the requirements for Performance M2oagememt of the ConnccTEN network.
Performance Management

Purpase

Neawork Capacity and Performance Management is a funetiona) ares within Network Operations
focused on capturing and analyzing netwark componont atilizavion davs,

Optimization of network capecity and performance 15 accomplished by adjusting parsmeters within the
network's design constraints,

" Scope

The Wetwork Capacity and Performance Management function 1akes responsibility For monitoring data
traffic on the ConnecTEN network infiusuueruce from the netwark's ingress and egress points, This
function is also responsible for eptimizing and load balancing the uvaffic on the network by
manipulating the operating parameters of various netwark components,

Elemants
Elements of performance menagement include the following:
s Narwork Avaliability - Ability to access inlernet resources

o Nenvork Response Time - Round-trip time it takes the network to respond after o vser enters 2
request from End Site (school router, ete.) 1o Destination device

o Throughput - The quantity and speed of data being transmisted infout an End Site location to the
ConnecTEN network acces point

v Utilization - The quantity of netwerk bandwidth that is used by an End Site location over 2
specific period of time

«  Analysis and Tuning - Proactive performance momitoning and aming of the nstwork w optimize
. performanse ’

o Capacity Planning - Proactive determination of future network ulilization and network utilization
thresholds based on new service requests or addirional End Site network waffic or physical LAN
connuctions

s Reporting - Customized performance reporis {reporis generaled by the network management (oo
that determnine utilization, threshold, responsc time, availability, etc.)

To be effective, the Performance Management Function requires netwark periormance monitoring
tooks for the ConnecTEN network. The Network Capacity and Performance Management Function
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should defiver network performance and capacity repurts which depicts data raffic movement,

mcol type, volume, traffic flow, and trends specifically for all End Site types and all Intemet accass

Using the data generated from the repors and analyses, the Network Capacity and Pecformance
Management Function should deliver network tuning parameters, teaffic jond balancing

reconsnendarions, and cyclical and peak traffic patterns to easure that service levele for network
performancs are met. .

" The fallowing defines the requirements for Parformanse Management of the ConnecTEN neiwork.

The Performance Management service offering must perform data collection from 2t loust one SNMP
Manager devicu in the ConnecTEN network.

The Performance Management service offering munst use management applications, tools, and wiilities
o condurt SNMP polling and data collection and data archiving. Dats collection must be conducted 24
hours/day, 365 days/year.

The Performance Management service oficring mmgt include working with the Conne¢ TEN network in
conducting waffic engineering to optimize End Site performancs and throughput for Imerndt access,

The Performance Management service offering must be'able w0 identify cosi-effective means
increase performance to @ specific End Site location,

The Performance Management sérvice offering must inchude, at a minimum, the following monthly
ICports:

a) End Site Non-Availabiliry - this is 2 basefine network management repor; that provides
connection down-time iaformation on all End Sites wnavailable for 4 or more hours during 2 24
bour pexiod. End Site Non-Availability will be based on a 10 minute sampling rate, presenisd on 2

" per bour basis for o 24-hour day, and calculsted based on the ratio of tot] connection up-time over
total possible connection up-time for that 24-hour day . .

b) Internet Egress (ISF) Link Avaitability — this is a baseline network management report that
- provides avaifability or up-time information for cach ConnecTRN Intemet Egresd comection,
Interner Egress Link Availabilify will be based on a 10 minute sampling rate, presenied on a por
hour basia for e 24-hour day, and calculated based on the ratio of total civeuit up-time over total
possible oircuit up-time for that 2d-hour day

¢} Internet Egress Averape Bandwidth Utilization — this is a baseline network management report
that provides bandwidth ntilization information for each Tnternet Egress conpection. Bach Internet
Egress Average Bandwidth Utilization will be based on a 1) minute sampling rate, presénted on a
por hour basis for o 24-hour day, and calculated based on the ratis of tatal bits per sceond utilized
" for the maximum bandwidth threshold for that Internet Egress connection

d) Internet Egress Throughput - this is a network management buscline repon fat provides
© information oa each Tntemet Egrass connsction's throughput, The Interned Egress Throughput
report will be reported as the total number of bytes and the ol number of packats that pass
through each Conmee TEN Internet Access Gateway Device based on a {0 minute sampling rate,
presented on a per hour basis for a I4-bour day

#) Internet Egress Packet Loss — this is a notwork management basefine report that provides
information on cach Internet Egress connection's packet loss {e.g.. dropped packets) is &
percentge of toml packet tranamission based on a 10 mimite sampling rate, presented on a per
hour basis for a 24-hour day
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A24.6 The Performance Management servics offering musst allow for 2 performance validation test be
conducted to validete that the minimum performance requirements (A.1.1.8-d) are being achieved. This
test can be requested by the SDE ar the local school sysiem. This test will only be requested afler an

incident penaining o network performance and throughptt Trouble Ticket has been opened and
resolved by the Coanc¢ TEN NOC Help Desk but probleras still appear to exist.

A wriften Performance Validation Test must be provided to the SDE or local school system that has
requested this (st with a formal recommendation Lo iprove or alleviste any non-compliaace with the
minimem acceptable performance roquiremeats.

AlS Configuration Management Techuical Requirements
The following defines the raquirements for Configuration Menagement of the CopnecTEN network.
Configuration Moragement
Purpose
Configieation Management is the process within Network Operations responsible for maintaining a

- dazabase of technical information on )l network components, This information enables NOC

1echnicians fo provide tmely troubleshooting functions as well as mainiain up-to-date and accurate
clement managemcnt for components withia the ConnecTEN astwork.
Configuration Managoment gives potwork tochnicians critical information for the problom iselation,
definition, and resolution processes, and assists nerwork support analysts for desipn and
implementation.
Seope

The Configuration Managésent process is responsible for maintaining a current on-ling, inventry
dutabase of informatipn on all network components,

Elernents
Elements of copfiguration management include the following:

« Inventory Managemens - The process of tracking and maintaining all actwork related hardware
and sohuware components

o Nctwork Topology Service - The process of maintaining 2 cusrent baseline of the network
topology

»  Change Manggement - The process of tracidng all necwork changes to easure consistency
including updating network documentalion

o Order Processing and Provisioning - The process of orderinyg and managing the defivery of 2l
new network related inventory

. Di}ecxary Services - The process of mainaining 4 listing of all nerwark related services (i.e.
network printing, network faxing, €1¢.)

o Reporting ~ The process of reporting all important nerwork changes (i.¢. changes that deviate from
the standard setwork configuration, or that affect network performance, such as 3 change that
wauld increase network wilization) .
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A254
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A2356

A6

As part of the CommecTEN Service Provider's network management service offaring, a reliable and
comprehensive Configuration Managument service must be provided Using a combination of network
management systems, tools, information, and policics, the Connec TEN Service Provider must be
dedicated towards providing s thorough Configuration Manapement service. There needs 1o be a
ConnecTEN Service Provider commitment o implement and adhere to a strict documentation procass.

Configuration Management is bused on the thorough, comiplete, and accurals ¢ollection, processing, end
application of detailed information in a wide variety of categories.

The Configuration Management service offering sholl include two distinct categories:

a) Reective Configuration Management - shall partain to immadiate problom resslutiong i the event
that & fault or problem is identified peraining 10 2n End Site's connection and the only corrective
measure 1o be taken involves configuration or reconfiguration of a astwork compenent

b) Proactive Configuration Managemen! — shall pertain to planning for a change or an upgrade hased
on histarical data or new functional requirements for an existing End Site, Upgrades to network
and system hardware or software elements will bo categorized under Pronctive Configuration
Menagement

The: Confipuration Management service offering must include on-going change mensgement 85 part of
its function and be supplemented with an antomned configuration dooumentarion, There should be
standard operating procedures for performing End Site network hardware end sofRware maintenance,
fault management, performance management, and change management. These procedures must be
supported by aodit wails of triggered events that are part of the life cycle of a change from subemission
through implementation. This means that if additional confignration, security, and accounting
modifications are triggered as & result of the change, those specific modifications must have the ability
to be readily traceable to the change that caused them.

- The Configuration Management service offering st incarporate hardware and sefiwere installation,

network acceprance testing, wnd physical and logica) documentation.

The process for ordering, installing, and conducting verification testng for any new or upgraded End
Site Conne¢ TEN conmection within the specified Configuration Management procedures must not
excecd 45 calendar days bot preferably 30 calondar days.

The Configuration Management service offering must include at a minimum the foliowing monthly
network management reports:

a) ConnecTEN Configuration Change Surnmary Report

b) End Site Riactive Configuration Change Summary

¢) End Site Proactive Configuration Changs Summary (8.g,, configuration changes that ate pre-
scheduled for the following month)

dy Updates or Changes to Configuration Documentation

Any proactive or reactiva service affecting configuration management request or change to be
conducicd by the Connec TEN sarvics providar must be schedulad and approved by the SDE prior w
implememation and gxecution,

Seonrity Manzgement Technicsl Requiromenis

The following defines the requirements for Network and Sccurity Administration of the Connec TEN
network.

Security and Administration Munogemant
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Purpose

The Network Sccurity and Administration function of Network Operations must implsment
ConnecTEN natwork security policies and procedures.

Scope

Nerwork Security and Administration's scope of responsibility covers the eptita ConneeTEN natweork
infrastructute.

 Elements

Elements of Security Manegement include the following:
&  Evaluation of Security Services

«  Evaluation of Security Mamgeﬁmn Solotions

e Alarming, Logging, and Reporting

e  Protection of Network Management Systems

A secure architecturs must exist to protect the Connec TEN network from network-based attacks, Thin
security architecture must includd at & minimum:

o Blocking of all inbound traffic from ontside the ConnecTEN network envirormoent from and 10
RFC 1918 Intranet adkdresses

o Blocking of all inbound tcaffic with source addresses of locally essipned IP addresses

»  Blocking of all outbound waffic from non-locally assigned P addresses to prevent intermal usens
from penetating IP spoofing attacks

The ConnecTEN Network Security and Administration Management sevvice otfering raust melude o
standard security offering es par of the bundled service offering. This standard offering will include st
B minimom:

"o Layer4 specific Acoess Control Lists (ACLs) with the ability to filter at least Layer 4 Transpon
Contol Frotocol (TCP) and Uscr Datagram Protocol (UDP) packets. Additionally these ACLs
must be capable of filtering on taffic in eatablished TCP sessions with some mechanism of
mainaining iarerna) state of said sessions and allowing or disallowing packets that fail 10 meet
minimurn requiraments of this internal state, At a minimum, this ACL must include sourca and
destination IP address and port and the sequence nurmbers of sach sids of the TCP scssion

» A router-based mechanism 10 protect host systems from SYN flood denal of service attacks

o A routsrbased mechanism o protect the ConnecTEN network environment from IP directed-
broadeast, “sturf™, denial of service atiacks

The ConnecTEN Network Security and Administration agreement service o ffering must be capable of
recording and capuring andir trafls into the ConneeTEN network for analyzing security breaches.
Periodic {every 6 momhs) intermal security audits and penctration analyris must be performed. The
conclusions of these andits wil] be presented in summary form to the SDE with recommendations
regarding the findings of thess audits, The penetration asslysis and security apdit will be limited i
seaps to the Connec TEM network infiastructurs nod aquipment that is managed by the Proposcr wad
ghould be performed by individuals not directly involved in the normal, day-to-day operations of the
ConnecTEN NOC operation, '
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Al64 The ConnecTEN Network Sceurity and Administration Management tsam must meet with fhe SDE or
desigrated project managers on 4 monthly basis to review security problems and fanure pians, and
cusure thut adequate secarity planning s being conducted as part of an on-going review process
between tite ConnecTEN service pravider and $DE.

The required monthly reports shall include the folfowing:

a) Summary of sscurity viclations or intrusion atternpis at specific ConnecTEN network eyresy
points and End Site locations

b) Summary report of intrusion or network component damage per End Site

¢} Summary report of security violations and intrusion atternpts accompanied with elternative
remcdicd and solutions to prevent similar occutrences from happening in the future

A3 Electroniec Mail Services Techizica) Requirsments

The following presents the Connec TEN electronic ngil technical requirementy as past of the bundled,
ConnecTEN service offiring,

Al Electronic Mall Technical Reguirernents

Current Siluarion

The State Department of Education currently ovwms an electronic meil system called Ten-Nash, This ¢-
mail system is comprised of two, Compaq (DEC) Alphas Model Number 800 wath 512Meg RAM each
are housed on the 7 Fioor of the Andrew fohnson Tower. These e-mail servers and (6 disks ars
clustered together and serve about 45,000 teacher and administrator e-mail accounts. The Ten-Mash c-
mail syston supports SMTP, POP3, PINE, Teoloct end DNS services and must be globally necessible
withou: restriction bayond IP protocal,

Adll The ConnecTEN service provider must provide the management and administrative functions of the
Tan-Nash e-mail system.

Adl.2 The TEN-Nash e-mail system must be available 24x 7365,

Ad Nume Space Management Techuical Rec.(uiremeuts

A4l Domain Name Services Overview

The following presents the Name Space Management technical requirements for the ConnecTEN
nctwork.

A.4.l.i The DNS service must comply with RFC 1035 and RFC 2133.

'A.4.l 2 The DNS service muat provide dormain name registration and wansitioning services as nceded.
A.4..1.3 The DNS service must be available 24xTx365.

A4.1.4 The DNS service must sopport primary and secondary DNS servicos,

Ad.15 The DNS service must support domain syslem iaverse mapping.
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A5 Content Filtering Techuical Requirements

F S World Wide Web Content Filtering Overview

The following describes the requirements for Content Filtering that will provide the foundation to
ensure that children do not have access to inappropriate content outside. The ConnecTEN service
offering must provide a solution that complics with the Children's Internet Protection Act (Pub, L.
108.554), Title XVI-Children's Internct Protection.

AS11 The content filtering service nffenng must support “policy-based by users/groups” capability thus
allowing different “users/groups™ to different content. These users/groups will be defined by the SDE
on an on-going basis throughout the Kfe of this contract ay pan of the Configuration Masagement
service offering.

AS5.12 The conteat filtoring service offering must seppon customized block pegos and filier by name/type and
CUSLG: rEpORts,

AS.13 The proposed content filtering service offering must nat be susceptibie to
“overblocidngfonderblocking” during high world wids web usage periods,

A5 14 The proposed content Hltering service offering must support the blooking and cenfiguration of RFC
1918 addressing as wetl as RFC 1631 addressing.

As IP Address Mamagement Technical Requirements

A6 TP Address Management Overview

The following deseribes the tachnical requirements for IP Address Management an part of the
ConpecTEN service offering. The ConnecTEN survice offering must provide a solution for this
requirement,.

Overview

The ConnecTEN and the State of Tennessee's public school sysiems usc & wide range of [P addresses.
The SDE currently owns four Class B IP Network Numbera: 208.182.0.0/16, 208.183.0.0/186,
66.4.0.0/16, 66.5.0.0/16. These [P addresses ara used throughout the State. Some of the Schools are
siil] urilizing IP address space onvned hy the State of Tennessee's Office of Information Resources
(OIR) and Tennessae Board of Regents (TBR). The IP address space owned by OIR is 55 follows:
170.141.0.0/16, 170.142.6.0/16, 170.143.0.0/16, 207.125.0.0/16. THR has the following IP address
space: 206.23.0.0/1 6 and 198.146,0.0/16. These TP addresses arc being returned Lo thejy respective
awner and will not be utilized in the CotnecTEN network,

Qver the past three yeurs the K-12 Intemet usage has grown quite extensively. The IP address space

208.182.0.0, 208.183.0.0, 66.4.0.0, and 66.5.0.0 ure being advertised out the current Connec TEN

petwork infrustructure ta the Internet. The IP address space that ConnecTEN is using that falis m the
" ownership of OIR and TBR are advertised out the OIR owned links to Bell Net.

Ta dats, de current IP Address allocation is based on the use of the following Classless-Inter Domain
Routing [P address blocks:

West Tennesses (Memphis and Jackson arsas); -
66.5.0.0.16

20%.183.192.0/19

208,183.224.0120

Page 28



May 29 03 02:18p OfFfFice of Technology

FROM @ E.N. @ .Financ:e FRX NO. : 615 726 3147

. +

A62

AG21

AS22

A6.23

Ab.24

A625

AB26

A627

(3]

Middle Tennesgee (Nachville ares):
66.4.0.0/17

208.182,0.0/17

208.182.128.0019
208.182.182.0/23
208.182.184.021

208.183.240.0120

Lower East Tenntssee (Chattanooge area);
208.182.160.0/20
208.182.176.0r22
208.182.180.0/23

A 208_.183.160.0119

Fas: Tenmessee (Konoxville and Johmon City arsas):
66.4.128.0/17

208.182.26.0123

208.182.28,0/23

208.183.0.0/17

208.183.128.0/19

(865) 463-7213

Mar.,

p.10

28 2803 11:PEAM Pl@

”

The typical schema for the ConnecTEN network has beea to wilize Network Address Translation
(NAT) for allocation of IP addresscs from service platforms maintained across the state, It is
envisioned that the current IP address allocation cun sugtain growth for the next couple of years or

longer through continned uss of NAT and DHCP technologies for IP address allocation and mapping.

IP Address Management Technical Requirements

The following prescnts the Address Space Management requirements fioe the Connec TEN notwork.

infrastructure,

The ConnecTEN service provider must manage the availoble IP addresaes with an overall strategy thai
will provide the SDE with a scalable, long-term (five years) IP addrassing schema. The strategy must

alvo include a plan 10 return all OIR and TBR owned IP addresses by July 1, 2002,

The Connet TEN network infrastructore IP routing protoco] maust support CIDR, and route

SUMMarization.

The ConnesTEN service provider must design and layont an TP nctwork layee addressing plan for the

entire ConnecTEN network infrastructure and all the End Sites. Where possiblo the existing [P

nddressing scheme must remain intact and all non-SDE owaed IP swst be winmed and renumbered m

part the new IP petwork layer addressing plan,

The ConnecTEN service provider must develop a plan for providing and allocating sullioient IP

address space for the ConpecTEN End Sites desiring Internet aceess using the SDE-owned Class B [P

Neiwork Numbers.

The ConnecTEN network infrastructure must support JPv6 when the standard is (ully sdopted by the

IETF.

The ConnecTEN service provider must effectively manape and assign 1P perwork layer addresses

using an auwomatcd, on-live database application throughout the Jife of this contract and give aceess Lo

SDE for fururg planming.

The IP addressing schema and YP addressing database shall be manuged and maintained by the
ConnecTEN service provider but the information and contenis of the IP addressing databnse shall

remain the propety of the SDE .
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Contract Attachment B

Service Level Agreements

Contract Atiachment B incorporates the Contractor™s responses contined in pages 3-161 through 3-164, inclusive,
of the Contractor's Proposal. Additionally. Contract Auachment B incorporates, by referonce, the Contractor's
response regarding fanlt management seports contained in pages 3-102 through 3-109, inclusive.

Tt is the intent of this conract 1o specifically define the minimum Service Lavel Agreement (SLA) criteria that is
required by the State Department of Education (SDE)/State of Tennessee. It is the desire of the SDE that all
studems in afl schools have relisble access to the interact dusing school hours,

The following specifies and defines the SLA criteria:

B.!  ConnecTEN Fault Management

As specified ju the Technica) Requirement defincd in RFP Section A.2.3, the following shall define the SLA
comumitment for the ConnecTEN Fault Management:

The Connec TEN Network Operations Cepter (NOC) must provide a resolution to all generated Frouble Tickets
within the defined maximum resolution time for Minor, Major, and Critical problems. Any Minur problem not
resolved within the defined maximum seschution time must then be moved into the Major problem category. Any
Major problem not resolved within the defmed maximum resolutipn time must them be moved into the Critical
problem Category. All Critical problems, including those upgraded fiom Minor or Major to Critical, not resofved
within the defincd maximum sesolution time will then result in penalties being assessed for not meeting required
service fevels.

Confermance: The Fault Menagement monthly reporis defined in RFP section A.2.3.2 will be used to determine if
mexroum resolution firaes were exceeded for Critical problems. In the Problem Resolutian 2nd Average Resolution
Time monthly reports, anty service intercuption causes or delays in rmsolution that are beyond the Conteactor's
contral, suck ae end site power outages, end site consirmction, or telco outages, will be noted and will not be
considered for purposes of a non-conformance penalty.

Non-Conformance Penalty: Failure to meet the above requirement for any ComecTEN Critical problem shall
result in 2 mopthiy credit cqual 1 $2,500 for each incident that exceeded the maximum résponse tite and gn
additional pepalty of $1,000 per day that the problem remains uaresolved.

This credit shall be issued within 15 busincss days after each ConnecTEN Fault Management monthty reports ave
feviewed and verifiod by both the SDE and the Contractor. The review and verification process shall be muwally
scheduled between the SDE and the Contragtor for each month no greater than 2 weeks after the preceding mopth’s
last day.
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Contract Attachment C
Tennegsee Schools
Canne:TEN Plans

All Teanessce schools currently have Internet access. Their method of conncction aad degres of squipment
ownership are divided into four categories labeled Standard Plan, Alteynace Plan 1, 2, and 3. The description of
these four plans is below. Each schoal on the attached {ist of Ternssses Schools i 1d::nnﬁcd ns (o the plan under
which it is sssociared.

STANDARD PLAN (Std)

Descriptior: ANl ConnecTEN services and connectivity to the Local Eduwmn Aganay (LEA, or schoo] district) anl
ity individual schools are provided by the Connes TEN vendor.

Alternzte Plan 1 (Alt 1)

Descriptipn: The LEA manages its own school site: equipment and data lines. The ConnecTEN vendor will manage
the LEA or counity-level aggrepation point eqmpmuu and conncctivity 1o the CommecTEN network and will provide
Tully managed Internct services from the aggregation point. Those Internet oonnectmty sorvices include network
monitoring, filtering, softwars meintenance and upgrades, and hardware maintenance and upgrades as described in
the Pro Forma Contract Seape of Services.

Aleernate Plan 2 (AlL 2}

Descriprion: This is a hybrid approach 10 the Staadard Plan sitas and the Alternate Plan 1 deseription sbove, The
LEA manages school site equipment and connectivity for some, but not all, sites. The CanneeTEN vendor will
mentge school site equipment 2od connectivity for the remaining sites. Al traffic traverses the CopnecTEN
network and reccives the benefits of network monitoring, ﬁltcnng softwara maintenance and upgrades, and
hs.rdmre maintenance and upgrades,

The best axample of this is the sural Uppsr Curmberland countiss of Clay, Fentress, Jackson, Overton and Picker.
These countics are part of 2 project called ExCEED, the Excellence in Community Edueation and Ecoaomi¢
Development. Maost of the schools are connectad via 2 fiber uptic network, which then connects to the Connec TEN
network, However, there are some sites which are not within the fiber ring and which receive atcess via teloo
eonncclivity techaoclogies.

Monroe County also has a combination of fiber-connected and teles-connected sites.

Alternate Plan 3 (Al 3)

. Description: The LEA uses an aliernate Internet service provider.

Rafer io the RFP, Conmact Attachmeat 8-C for a list of all Tennessea Public Schools,
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